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Unit 3 - The Application and Deployment of Security Tools and
Best Practice

Overview

The candidate can plan and review their use of commonly used security tools to
demonstrate some of their skills and understanding. They will investigate and try out some of the
more commonly used and recommended security tools and services. They will use this
understanding to consider some of the ways that attacks are carried out. They will practice
recommended security processes and procedures to carry out investigations into attacks or to
determine what might be attacked and document some of their thoughts and findings. They will
evaluate the various tools and make some informed recommendations themselves based on ease of
use and overall effectiveness. Throughout, they will consider the place of laws and legal protections
in cyber defence.

A work activity will typically be ‘non-routine or unfamiliar’ because the task or context is
likely to require some preparation, clarification or research to separate the components and to
identify what factors need to be considered. For example, time available, audience needs,
accessibility of source, types of content, message and meaning, before an approach can be planned;
and the techniques required will involve a number of steps and at times be non-routine or
unfamiliar.

Example of context - setting up a secure web site using something like Wordpress for a local
organisation.

Assessor's guide to interpreting the criteria

General Information

RQF general description for Level 2 qualifications

¢ Achievement at RQF level 2 (EQF Level 3) reflects the ability to select and use relevant
knowledge, ideas, skills and procedures to complete well-defined tasks and address
straightforward problems. It includes taking responsibility for completing tasks and
procedures and exercising autonomy and judgement subject to overall direction or guidance.

¢ Use understanding of facts, procedures and ideas to complete well-defined tasks and address
straightforward problems. Interpret relevant information and ideas. Be aware of the types of
information that are relevant to the area of study or work.

e Complete well-defined, generally routine tasks and address straightforward problems. Select
and use relevant skills and procedures. Identify, gather and use relevant information to
inform actions. Identify how effective actions have been.

¢ Take responsibility for completing tasks and procedures subject to direction or guidance as
needed.
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Requirements

Standards must be confirmed by a trained Gold Level Assessor or higher.

e Assessors must at a minimum record assessment judgements as entries in the on-line mark
book on the INGOTs.org certification site.

¢ The work in the unit is recommended in order for candidates to have covered enough depth
and breadth in the topic to successfully carry out their controlled assessment and take the
external exam.

e When the candidate has covered as much of ths material as necessary to complete the
controlled assessment element, they may be introduced to the topic

e This unit should take an average level 2 learner 35 hours of work to complete.

Assessment Method

Understanding of these learning objectives will be demonstrated through answering questions
related to key ideas and concepts in the terminal examination as well as practical application of their
understanding through the controlled assessment.

Expansion of the assessment criteria

1.Understand the tools used for cyber security
1.1 1 can list the main tools used in cyber security
Learners should be able to identify the more commonly used tools.

Additional information and guidance

Most of the tools that will be accessible to learners to practice and apply cyber security are likely to
be open source tools. Much of the internet runs on open source and open standards and similarly
with tools used to understand and defend systems.

The tools fall roughly into four categories:

1. Vulnerability Scanners

One system already mentioned in this handbook is nmap (Network Mapper) which allows you to
audit a network for any services running that could cause problems. Running a quick scan on your
server should let you know if there are ports open that should not be and a decision can be made or
an investigation as to why.
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There are many other tools to investigate.

2. Forensic Tools

Forensic tools are used generally after the event to try and figure out how people got in and what
problems were exploited. Most of these attacks change systems at the disk level so the software
tends to work in this fashion and in many cases comes as a bootable operating system with
dedicated tools included. Many forensic tools have multiple uses. For example wireshark allows a
person to analyse network traffic however has seen great adoption amongst forensic analysts due to
the power of its search function.
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A third category of tools are those which are inbuilt in an operating system. Example the Task
Manager in Windows or the similar PS Aux command in Linux lists running processes. While this is
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useful in general computing for killing a process which has frozen they have roles in forensics such
as identifying a malicious process which has infected a machine.

3. Penetration Testing

These tools are generally used to check for problems from the outside. They are often deployed by
people asked to test a system by the system owners to make sure it is safe before it gets
compromised. The following screenshot from a Wikipedia page shows Metasploit’s interface.

@metasploit’
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to Host Delet @ Scan  ZF Import (<) Nexpose D Modules Y Bruteforce ) Exploit @ New Host 3

5 Hosts || .| Notes || @ Services || € Vulnerabilities g Captured Evidence

Show | 10| ¥ | entries
IP Address Name 05 Name Version Purpose Services Vulns Notes Updated Status
10.1.85.80 EA Unknown device 1 2 minutes ago
CI Liroe
VITiware-bavm
10.1.95.113 vimware-bavm 2.6.12-9-686 #1 Mon device 1 1 3 minutes ago Shelled
Oct 10 13:25:32 BST
2005 i6B6
10.1.85.253 = Konica Printer printer 1 5 minutes ago Scanned
Showing 1to 3 of 3 entries First | | Previous | | 1| | Next | | Last

11200000C 2010-2011 Rapid7 LLC, Boston, MA -2 RAPID7?

https://en.wikipedia.org/w/index.php?curid=33606448 [1]

The screenshot here shows that two of the computers have been exploited already.
The above picture is the windows version of Metasploit.

NOTE - Metasploit is the most dangerous program which will be mentioned in this course. It is
impossible to avoid mentioning it. However great care should be taken not to encourage its use to a
great extent. It may be appropriate to use Metasploit in a very limited way when looking at server
security. For example the following picture shows Metapsloit gaining a shell on an out of date
unpatched windows 2003 server.
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This picture shows Metasploit being used on the Linux command line. It is recommended to go no
further than this most simple exploit in any practical activities. Avoiding the windows GUI version in
favour of the Linux (inbuilt in Kali Linux) version at all times. Metasploit in wrong, immature or
careless hands is dangerous. Like an axe or a saw its existence and responsible use should be taught
alongside the re enforcement of ethics and legal issues mentioned in the next section.

4. Network and Traffic Analyser

These tools are used to see what sort of traffic is coming in and out of a system to check if it should
be and what can be done if there is a problem. There are a number of popular tools such as Etherape
and Wireshark.

Etherape gives a nice graphic representation of the network being investigated.
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https://commons.wikimedia.org/w/index.php?curid=42671374 [2]

Wireshark gives a detailed breakdown of some of the packets coming in and out.
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https://commons.wikimedia.org/w/index.php?curid=4042536 [3]

Both of these systems have extensive log files that can be further analysed.
1.2 | can explain the tools used to protect personal identity
Learners should be able to demonstrate they understand tools available to protect themselves.

Additional information and guidance

Protecting personal information safely using a computer or handheld devices is mostly about
attitudes and behaviour, but there are some tools that can be used to assist in this process. The
most basic tool, in terms of your own personal information on a computer, is using encryption. Most
learners will be familiar with the encryption used on websites and know to see the padlock icon and
https when browsing, however, the same technology can be used on their hard drives. Windows
systems can use a system such as BitLocker which requires multiple forms of authentication to work
before allowing data to be accessed. Most modern Linux systems these days will allow the user’s
home folder to be encrypted on installation.

Loginautomatically
@® Require my password to login

& Encrypt my home Folder

Other practices will be using good security such as a firewall on your network, anti-virus and spyware
programs, and making sure they are always up to date. Some systems will allow notices if emails are
suspicious and even free email accounts will tag messages as possible scams.

These activities will also extend to when you are out and about and learners should always be wary
using public WiFi spots that have no levels of security. One way around this might be to use a VPN
(Virtual private Network) which will create a secure tunnel and send information back and forth in
the tunnel in an encrypted format.

Other forms of authentication such as 2FA and biometrics may be brought up again briefly at this
point. This is potentially a valuable opportunity to introduce tools such a password managers which
may also come up in outcome 1.3.

1.3 I can list the range of tools used to protect data
Learners should be able to list a range of tools to demonstrate their understanding of the field.

Additional information and guidance

Evidence here will depend on what investigations learners are carrying out. If they have access to
local firms that deal in financial services, the tools used to protect data may be far more
comprehensive that if they are dealing with a local organisation that does a small number of online
sales. This is related to the relative value of data. Although all data is valuable in a way, international
crime syndicates will not waste time and effort on data from a local scout group compared to a
multimillion pound investment bank.

Learners should be able to list and give some brief details on some different tools. In most cases
there will be some information about firewalls, but these could be either hardware based dedicated
tools, - software running on a router, defensive software running on a network or software protecting
workstations in an office. They could discuss the roles and permissions used to defend folders from
attack and perhaps mechanisms such as utilities to force password changes.

On most operating systems, permissions can be set to only allow certain people to access the data,
or at least people with the right privileges. When this is on folders of information that are accessible
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outside, such as web folders, they can create specific permissions to only allow reading and even
create protected folders that can only be accessed with prior passwords. Many web server folders
can have special hidden files that only allow specific access. On databases, users can set
permissions on who can access the data and from what computer which helps with security.

The options below configure synchronization between Unix users created through Webmin and MySQL users.

When to synchronize Add a new MySQL user when a Unix user is added
Update a MySQL user when the matching Unix user is modified.
Delete a MySQL user when the matching Unix user is deleted.

Permissions for new users |Select table data
Insert table data
Update table data
Delete table data
Create tables -

Create new users with hosts () )| hosts ® Specific host | localhost

1.4 1 can describe the way devices are compromised

Learners should be able to describe some of the ways the above security practices can be
undermined.

Additional information and guidance

Learners here will be expanding on earlier research into the ways people or organisations try to get
into devices, with a focus on their own systems. The most apparent “attack” will likely be email
based, so most learners need to understand roughly how they work and what can be done to prevent
their damage. The simplest thing here, especially if they have not been picked up by a security
system such as Spamassassin or similar, is to create a rule to filter them out. Most email clients will
have the ability to create rules to remove unwanted emails.

Filter Rules &

Filter name: | Junk 1

Apply filter when:
Manually Run

Getting New Mail: | Filter before Junk Classification -
"1 Archiving
| After Sending
© Match all of the following Match any of the following Match all messages I

From < lis * | | discover@new.itunes.com -

- -

Perform these actions:

Move Message to * | | @® Junk on TLM +

Other attacks that might occur might be something like a password cracker. A computer has no
problem running through millions of possible letter and number combinations and will soon find a
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password like lliketlm123 or similar. Passwords need to be complex and if possible rotated. Some
people use a password vault to keep passwords extra safe. If you use a web based system, you
should deploy some sort of certification process. Exchanging email, it is also worth using some key
based exchange system such as OpenPGP [4].

1.5 | can describe the need for policies and procedures in cyber security
Learners should be able to describe the need for processes to follow to minimise risks.

Additional information and guidance

As identified earlier on in other units, one key issue that will always make cyber security a problem is
the goodwill of people and lack of appreciation of the risks. Many attacks occur on organisations
because someone internally has opened a file or email link which they should not have. One useful
starting point in an organisation’s induction process should be going over the AUP (Acceptable Use
Policy) so that people know what to do and not to do on a network.

There should also be some training on safety precautions and the need to minimise risk as part of a
security policy. There will be some policies and procedures in place in terms of adding new users to a
system and making sure they only have roles and permissions that are appropriate.

Learners should be able to look at the security policies and procedures at their school or college, or a
local business, and determine their fitness for their stated purpose and look for weaknesses and
areas for improvement.

1.6 I can list a range of laws that apply to cyber crime
Learners should be able to research and briefly detail the current laws relating to cyber crime.

Additional information and guidance

The most commonly known laws to students will probably be the Data protection Act (DPA) which is
designed to protect general privacy issues, and the relatively recent Investigatory Powers Bill (IPB)
which is designed to allow the government security agencies to harvest and track digital
transmissions in order to look for criminal and terror related communications. A key law that learners
need to be familiar with is the General Data Protection Regulation (GDPR) which comes into force in
the UK May 25 th 2018. This new law makes it the responsibility of company Data Controllers to
notify the authorities of serious breaches of data as soon as possible and any failures to meet their
legal requirements results in very large fines that are either €20,000 or a percentage of a company’s
overall earnings. Other laws that should be investigated are:

Malicious Communications Act 1988

Human Rights Act 1998

Computer Misuse Act 1990

Freedom of Information Act 2000

Privacy and Electronic Communications Regulations 2003
Terrorism Act 2006

Some of the laws relate directly to cyber threats, while others relate to some of the laws that try to
protect people against the crimes that occur as a result.

2.Plan, use and practice with different cyber tools
2.1 1 can explain the main features of good cyber security tools
Learners should be able to explain the way that tools assist them in their investigations.

Additional information and guidance
This should be a very hands on criterion where learners can explore the different tools available and

(function(i,s,0,g,r,a,m){i['GoogleAnalyticsObject']=r;i[r]=i[r]||function(){ (i[r].q=i[r].q||[]).push(arguments)},i[r].I=1*new
Date();a=s.createElement(o), m=s.getElementsByTagName(0)[0];a.async=1;a.src=g;m.parentNode.insertRef@ecdnm)4
}(window,document,'script','//www.google-analytics.com/analytics.js','ga'); ga('create’', 'UA-46896377-2', 'auto'); ga('send’,
'pageview');


http://openpgp.org

Unit 3 - The Application and Deployment of Security Tools and Best Practice
->

explain how they help. Some tools may be too complex for their current needs and it would be fair to
say this, but still investigate their features and say what they do and how it relates to other areas.
Does the tool only work in a certain way, does it give too much information, not enough? These sorts
of questions can act as signposts for learners as they explore what is on offer. They could select one
tool and write a mini guide or blog post for it with a specific audience which will help them to explain
the features and discuss their value with examples. The tools should be able to assist in what they
claim to assist with, so over complexity or the need for additional analysis may not be good to make
quick and vital decisions. They may not be detailed enough so perhaps might be a waste of valuable
time. As cyber professionals, they will need to hone these skills to decide the best tools to use for
their work.

To illustrate the point, the command line driven software RootKit Hunter is easy to start and gives
clear messages of OK or an issue, so it is quick and informative. Nmap is easily used at a very basic
level however it requires skill and understanding to illicit the most detailed information from the 600
plus individual commands which may be run. A tool like Wireshark might require a lot of set-up and
understanding of the complex packages being seen to make any informed decisions quickly so will
only be as useful as the ability and understanding of the person who is using it. As an example
below there are three examples of an Nmap being run with three different levels of ability.

2.2 |1 can select and use tools to protect my personal identity

Learners should be able to demonstrate they understand enough to apply some personal safety
practices.

Additional information and guidance

Most threats to personal identity will take place in some online context. The easiest way to minimise
or prevent initial compromises is to use email based filters to remove unwanted intrusions on your
privacy. Filters can be set to automatically mark messages from certain domains or of certain types
as unwanted and put into a folder or deleted. This should prevent some phishing and other
fraudulent attacks. If the learners have their own web site, then strong password policies and folder
permissions will reduce the way people get privileged access to their data. The home router can be
optimised to block people trying to create accounts on their internal network or dumping programs
used to harvest account details.

They could deploy a safe browser that does not share any details about your system, even using
something like Tor to mask all details associated with your browsing. The RootKit Hunter mentioned
in the previous criterion could be used to check for invasive files. If the check is clear, then no
problem, if it reveals a file recently added that you are not aware of, you can then try to find it and if
there are any open doors that let it in, close them.

2.3 | can set-up a range of tools to protect data for myself or others
Learners should be able to carry out some basic set-up processes for some key tools.

Additional information and guidance

Depending on whether or not the learner has a client they are working with, the evidence here will
be their ability to do some set-up processes and make sure that the tools they use are properly
configured to work as best as they can. There will always be a need to do some tweaking based on
logs and other feedback, but the initial set-up should be functional as far as possible. It is likely that
these activities have been carried out in other sections of their work, so they need to provide some
evidence. If it is something that is part of a group project, then an assessor’s witness statement will
be enough to validate they know what they are doing to a competent level. They could also produce
a table showing what tools they are using, what configurations they will use and some comments
about the outcome of the installation.

2.4 1 can plan and execute a basic set of tasks to protect a device against attack

Learners should be able to demonstrate good planning and deployment skills.
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Additional information and guidance

The range of activities here is quite broad as it could be setting up a new home based router and
making sure that it is not vulnerable, or it could be adding some form of server to a home or school
network, such as a web server. In all instances, learners need to show that they have a process in
mind and they stick to it as well as possible.

The key thing about any activities that involve some form of forensics is that there is a clear process
so that it can be revisited to see at what point it may have gone wrong. If the learner misses one key
configuration as it was missed from their plan as they were distracted, the plan will allow them to go
back and see this error.

This type of method also allows for a more functional process and helps learners become more
organised in the way that that get systems working and document the process from beginning to
end.

2.5 1 can plan and design some how to documents for protecting devices, data and
personal identity

Learners should be able to produce some working documentation on their systems.

Additional information and guidance

In cyber security, as with anything related to the technical support of critical IT infrastructure,
documentation is everything. In all instances, the documentation should be such that anyone who
was not involved in the original process could step in and do the same.

The learners should create a guide on the process that will include some background information
about the system, such as the style and type of OS, the services running and the purpose of the
system. They should then have a section explaining the need for security and the recommendations
made to meet the requirements. There should then be some information on the tools and services
that were deployed, what settings were used and what testing was carried out to make sure they
were functioning as expected.

The how to documents, as with other sections in this handbook, will vary depending on what the
learners are protecting, but should follow the same basic format.

Templates for this process and samples will be provided by TLM on their support web sites.
2.6 | can explain the purpose of laws that deal with cyber crime
Learners should be able to explain the main aspects of some key laws on cyber crime.

Additional information and guidance

For this criterion, learners need to add some detail to the laws that they introduced in 1.6 and say
how they work and what impact they have. They might explain how the laws are enforced, what sort
of things they are designed to protect against, and possibly what long term goals they are designed
to achieve.

For example, the new GDPR law that comes into effect in the UK in May 2018 has a range of features
and regulations that need to be understood by all UK companies that hold data on people. As noted
earlier, the penalties for non-compliance are pretty severe, so it is in every company’s interest to
understand and do their utmost to implement it.

For most of the laws, learners should be able to outline what they cover, so in the above case, the
privacy of all EU citizens. The law in this case also has exemptions, so national security activities and
law enforcement are not part of the requirement. They can discuss the responsibilities associated
with the law and any regulatory agencies. In many cases it will be the government as they are the
ultimate regulator of legal concerns. A key issue of the GDPR is that data can be removed by a
request from the owner if the company has used the data illegally or against the act.
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3. Evaluate the tools used and recommend best practices
3.1 1 can evaluate commonly used cyber security tools for overall effectiveness
Learners should be able to demonstrate evaluative skills for the topic.

Additional information and guidance

Evaluation of anything is always a difficult one. One person’s idea of success could well be another
person’s idea of complete failure. However, linked with the previous section, if there is a clear plan
and purpose to an activity, it always makes evaluation a little more straight forward. If learners have
set themselves some targets and objectives as part of their set-up and testing, then they will have
data to either support or counter their expectations. If their system was designed to thwart an
attacker trying to get in and create themselves elevated privileges on a system, then there should
be some hard evidence as to how far this was achieved. The evidence is likely to be of two types:

¢ Qualitative
¢ Quantitative

Qualitative evidence will be somewhat more subjective, but could be related to how well the tools
worked for the end user. Many IT based tools, especially ones dealing with digital forensics, are likely
to be quite complex. This is fine if it is your job, but what if the tool was recommended for an IT
technician who works part-time at a local primary school? They may have some IT knowledge, but
might not be a specialist. How easy was it for them to use the recommended tools to carry out their
duties? Could they work out from the documentation and common sense which icons to click or
which logs to look at etc?

Quantitative evidence is a little more straight-forward as it generally involves some sort of hard
number based evidence. The system was supposed to defend against 95% of worm based attacks. It
only defended against 90%, so what is the issue? What was wrong with the set-up that it didn't work
as expected?

3.2 | can evaluate the tools selected for the protection of personal identity
Learners should be able to show a good appreciation of personal security tools selected.

Additional information and guidance

Many learners will probably be using some form of antivirus or anti-malware software to minimise
the attacks on their personal information. The large ransomware attack in May 2017 shows that the
weakest link is usually some person using email somewhere in an organisation and any amount of
tools can not always prevent this. What tools do they have in place to make sure this will not happen
to them. What kind of personal data do they most need to protect and in what circumstances? Many
learners may not have their own banking account, but what systems and processes are in place to
protect them if they do, or perhaps people they are advising. If they have configured a router or
firewall for themselves, what tools have they deployed to make sure it is as safe as it can be and will
prevent people entering their system and finding out their login details or other personal
information? Are there any tools which will protect them on the increasing social media presence
they probably have? A recent BBC programme shows that these need to be re-evaluated as they are
not what they claim to be.

http://www.bbc.co.uk/programmes/b08agbc3 [5]

Whatever tools they deploy, they will need to give an overview of their effectiveness in terms of the
categories of quality and quantity outlined above.

3.3 | can assess and recommend different tools to protect personal or organisational data

Learners should be able to make informed recommendations based on facts.
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Additional information and guidance

In their various investigations and set-ups, learners will have drawn some basic conclusions about
various tools and will understand their strengths and weaknesses in terms of ease of use and
effectiveness. These findings can now be used for recommendations. The recommendations will
depend on the situation, so the recommendations for a single member of teaching staff might be
very different from a local council. In each instance, the learners should be confident enough in their
skills and knowledge to make some basic recommendations and back the seup with evidence they
have gathered, either first or second hand.

3.4 1 can assess and recommend a range of tools to protect different devices
Learners should be able to demonstrate a good range of understanding across the subject area.

Additional information and guidance

A network will consist of a wide range of devices and all of these need some form of protection.
Many school students will no doubt be familiar with the way that USB drives are managed in school
networks as they can be very damaging if not managed properly. A network is a complex ecosystem
with devices carrying out lots of duties. Some aspects of a web server need to be very open in order
to function, but how is this balanced against the need to prevent any data being stolen somewhere
else in the system. How much monitoring is required and can be carried out realistically to make
everything safe.

Learners will need to demonstrate that in their research and practice over the course of this unit
they were able to identify and deploy different tools as required. It is not expected that they will
have a comprehensive understanding of all aspects of a network, as they will learn this at
subsequent levels in an other qualifications, but they should be able to demonstrate a good overview
of what and how parts of the network can be defended.

3.5 | can evaluate and recommend policies and procedures for efficient and effective
cyber security

Learners should be able to develop effective policies and procedures to protect a system.

Additional information and guidance

The final part of all of the above work is to bring it together into a completed package in the form of
practices and activities for the organisation or individual to take forward. Most learners will be
familiar with the school’s network policies and procedures and they will need to create something
similar for whoever they are working with. The policies will include who has access and to what level,
who is responsible for different aspects of safety (might be the same person), what to do if there is
an issue, how to report it all etc. It will also include recommendations such as regular software
patching timetables and suggested best practices for keeping a system safe and secure.

3.6 1 can assess the effectiveness of current laws on cyber crime

Learners should be able to assess the effectiveness of laws and reflect critically on their value
Additional information and guidance

Having researched and explained a number of key laws on cyber security, learners should be able to
make some informed judgements about how effective they are and whether they meet their stated

objectives as well as could be expected. It would be beneficial for them to comment on any
weaknesses they have perceived and how these might be addressed.
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