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1. Malware [1] is a term for any software that is likely to do harm. This ranges from viruses that can
destroy all your data to spyware and advertising cookies that cause annoying pop ups and
automatically route your browser to sites you don't want to visit. If you let Malware [2] into the
network you are being very anti-social!

 

2. For this reason network managers often disallow ordinary users from installing any software on
the network. This can of course be a nuisance if you need to use some software that is not installed.
There is always going to be a trade off between convenience and security.

3. Another reason why you may not be allowed to install software on a network is the issue of 
licensing [3]. For each installed copy of a piece of software, you need a license to prove that you
legally have the right to use that software. Allowing anyone  to install software will prevent the
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network manager from keeping track of what is installed and whether they are all properly licensed. 

4. Some software is licensed for free use [4]. A sensible policy is to use this as much as possible not
only because it saves money, but also because it reduces the risk and costs associated with complex
licensing conditions [5]. TLM adopts this policy and the Drupal environment in which you are working
is free and open source software. A good place to get more free software applications
is http://ninite.com/ [6].

5. Downloading software
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We have to be careful when downloading software to our personal computers [7]. Things are not
always as they appear. How do you know  that the ninite web site has not packaged up malware to
look like useful applications?

The answer is that you don't. However for a major site that has been around a while it is unlikely.
One way to check this is from the site's Google rank [8]. Google rank tells us how important a site is
in terms of the number of people connecting to it. It is very unlikely that a site with a Google rank of
above 5/10 is a malware site because it would get closed down long before it reached this status. If a
malware site does have a reasonable Google ranking and you search for it you are likely to get a lot
of references to its bad effects.  Try searching for Spysherriff [9] and you will see that this was a well-
known deliberately misleading scam. In all of these issues we are considering risk - nothing is ever
100% safe. If you want 100% safe, don't get out of bed in the morning! Believing anything can be
made 100% safe is probably the biggest risk! It is better to understand that there are risks and be
cautious but not over-p [10]aranoid [10] :-)

 6. Checking a site's Google Rank

To check a site's Google Rank go to the web site here [11]. Enter the web address of the site in the
box starting http:\\ eg type in ninite.com. Copy the anti-bot letters and click verify now. At the time
of writing it returns 6/10 (it might increase if the site becomes more popular). If you find a site with
0/10 it is probably very new or very obscure. Be careful, it could be a scam!

7. Malware is mostly computer programs

Computer programs do things on computers. If the intention is to do bad things then the program is
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malware. Simple really :-)

In general computer programs are written specifically for particular computer operating systems so
malware that affects one type of computer is unlikely to affect others. Microsoft Windows [12] is by
far the biggest target of malware so the first consideration is do I really need to use Windows? At
TLM we made a decision not to. We do things like internet banking and we can reduce risk by not
using the biggest target for malware on our computers. Of course that also means we can't run a lot
of popular software but there are free versions of just about all major tools. You can do the entire
INGOT qualifications suite without ever needing to buy software licenses. This in turn saves us
money because we don't have to pay for software licenses or manage license administration, we
don't need to buy anti-virus software or slow down our computers running it. So far we can pass on
those saving to customers and make our business more financially competitive. Of course having the
confidence to do this requires learning and this demonstrates why Lifelong Learning in the field of
technology is important. It will save you money! :-).
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